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Motivation and Problem Statement

• Rapid IoT growth produces vast data 
• Data often sensitive and personal 
• Privacy and utility often conflict 
• Traditional methods over-generalize data 
• IoT data is noisy, high-dimensional 
• Need adaptive anonymization for IoT
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Limitations of Existing Methods

• k-anonymity, l-diversity, t-closeness widely used 
• Apply uniform transformations to data 
• Cause excessive generalization, high info loss 
• Struggle with large IoT datasets 
• Ignore inter-attribute dependencies 
• Lack adaptive, data-aware behavior

29 Oct 2025 4



9th international Conference on Internet of Thing and Its Applications

Research Objective and Contribution

• Introduce RFD-based anonymization framework 
• Capture attribute relations via RFDs 
• Optimize strategy selection using PSO 
• Balance privacy and data utility 
• Scalable and adaptive for IoT data 
• Validated on Bot-IoT dataset
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Proposed Framework Overview

• Four main stages: 
1. Data preprocessing 
2. RFD discovery & combination 
3. Strategy generation & evaluation 
4. PSO-based optimization 

• Ensures data consistency and scalability 
• Supports IoT data characteristics
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Proposed Framework Overview
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Relaxed Functional Dependencies (RFDs)

• Extend functional dependencies with tolerance 
• Capture approximate attribute relationships 
• Applied as roll-up dependencies 
• Relax via generalization in DGHs 
• Enable fine-grained, context-aware anonymization 
• Form basis for candidate strategies
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Optimization Using PSO

• Each particle = anonymization strategy 
• Fitness combines privacy (P) and utility (U) 
• P from normalized k-anonymity 
• U = 1 − Information Loss 
• PSO finds optimal balance between both 
• Reduces manual parameter tuning
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Proposed Framework - Flowchart
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Experimental Setup

• Dataset: Bot-IoT benchmark 
• 5% stratified subset used for testing 
• Metrics: k-anonymity and information loss 
• Thresholds: k = 5, IL = 0.7 
• Compared with traditional anonymization methods 
• Implemented in Python on IoT data
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Experimental Setup
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Results and Discussion
• Higher k-anonymity, lower information loss 
• Outperforms classical and optimization methods 
• RFDs guide precise generalizations 
• PSO ensures adaptive optimization 
• Scalable to large IoT datasets
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Conclusion and Future Work

• RFD + PSO = adaptive anonymization 
• Achieves strong privacy with low loss 
• Effective for IoT and structured data 
• Future: parallel RFD discovery 
• Extend to l-diversity, differential privacy
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Thanks for your attention!
9th international Conference on Internet of Thing and Its Applications 

University of Isfahan, Isfahan, Iran 
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